Response to the Public Consultation
Guidelines 3/2019 on processing of personal data through
video devices
In the light of guaranteeing a lawful balance between the application of GDPR and public security,
the Confederation of European Security Services (CoESS) highly welcomes the Guidelines 3/2019 on
processing of personal data through video devices, developed by the European Data Protection
Board, and is thankful for the opportunity to comment on the document.

About CoESS
CoESS acts as the voice of the private security industry, covering 21 countries in Europe and
representing 2 million guards, over 45,000 companies and generating a turnover of over €40M. The
private security services provide a wide range of services, both for private and public clients,
ranging from European Union institutions buildings to nuclear plants, airports, Critical Infrastructure
facilities, inter-modal transport hubs, public transport stations and areas, and national
governmental agencies and institutions (such as asylum seekers centres, public hospitals,
universities, etc.).

The rightful balance between data protection and public security
Security is a basic human need and a fundamental right for every European citizen which has in the
past years been increasingly under pressure due to terrorist attacks in public spaces – a fact that
CoESS wants to highlight in the light of the guidelines. Today, a decreasing number of citizens feel
that the EU is a secure place1. As the recent Europol EU Terrorism Situation and Trend Report 2019
correctly states,
“the feeling of insecurity that terrorists try to create must be of the greatest concern to us
because it has the potential to undermine the cohesion of our societies. ”2

1

European Commission (2017a), ‘Special Eurobarometer 464b: Europeans’ attitudes towards security’. Available at:
http://ec.europa.eu/commfrontoffice/publicopinion/index.cfm/Survey/getSurveyDet
ail/instruments/SPECIAL/surveyKy/1569
2 Europol (2019), EU Terrorism Situation and Trend Report 2019 (TE-SAT), available at:
https://www.europol.europa.eu/activities-services/main-reports/terrorism-situation-and-trend-report-2019-te-sat
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At the same time, CoESS strongly agrees that the increasing presence of video surveillance in the
daily life of European citizens and measures that support public security must be balanced very
carefully against data protection and the expectation of citizens towards both public security and
privacy. We thereby strongly agree with Paragraph 2 and that
“While individuals might be comfortable with video surveillance set up for a certain security
purpose for example, guarantees must be taken to avoid any misuse for totally different and –
to the data subject – unexpected purposes (e.g. marketing purpose, employee performance
monitoring etc.). […] The general principles in GDPR (Article 5), should always be carefully
considered when dealing with video surveillance.”
The guidelines can be a very helpful tool to find the rightful balance between data protection and
useful surveillance for the benefit of public security thanks to very practical recommendations and
examples.

Member State responsibility
CoESS believes that it is up to each Member State and law enforcement agencies to find this legal
balance as long as it is in accordance with the principles laid down by GDPR. Internal security
policies have very national motivations and are often grown out of societal and historical
developments as well as, very importantly, recent security and terrorist threats particularly on
public spaces. For that very good reason, video surveillance rights of both public and private actors
differ across Europe – also due to public levels of expectation towards public security and data
protection. Many Member States have different legal frameworks that have each found the rightful
balance between both. CoESS therefore recommends that the guidelines document also supports
Member States by providing guidance and examples for best practices on the different ways to
achieve the rightful balance between GDPR and data protection, and in some cases required
protection of private property and public spaces.

Concrete comments
Paragraph 5: Video surveillance is not by default a necessity when there are other means to
achieve the underlying purpose. Otherwise we risk a change in cultural norms leading to the
acceptance of lack of privacy as the general outset.
CoESS strongly agrees with the statement. Video surveillance can, but must not always be part of a
security by design solution. When using video surveillance and related smart technologies, their
added value must be clear. Depending on the mission, on-site law enforcement personnel or private
security guards can often deliver better added value, e.g. by means of behavioural detection
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techniques or by being able to react and if necessary intervene directly on the spot. The same
comment applies to Paragraph 72.

Paragraph 20: The legitimate interest needs to be of real existence and has to be a present
issue (i.e. it must not be fictional or speculative). A real-life situation of distress needs to be
at hand – such as damages or serious incidents in the past – before starting the surveillance.
CoESS stresses that the lack of a past, real-life incident for example of a terrorist attack does not
solely dismiss the possible deployment of video surveillance technology. For example, only because
an attack on a public river cruise boat has not been pursued yet does not dismiss the fact that
terrorists may consider such a scenario in the future – which may make preventive deployment of
video surveillance on board river cruise ships necessary. Paragraph 20 should therefore be phrased
less restrictive and in light of the on-going terrorist threat to public spaces refer to the application
of risk assessments as a basis of deploying the right technological equipment for the protection of
public spaces.

Paragraph 25: Given the situation that a controller wants to prevent property related crimes,
instead of installing a video surveillance system the controller could also take alternative
security measures such as fencing the property, installing regular patrols of security
personnel, using gatekeepers, providing better lighting, installing security locks, tamper-proof
windows and doors or applying anti-graffiti coating or foils to walls. Those measures can be
as effective as video surveillance systems against burglary, theft and vandalism.
CoESS fully supports this statement. The deployment of either surveillance technologies or physical
guarding/surveillance must always fulfil the objectives of a mission under careful consideration of
data protection and privacy, if required based on a data protection impact assessment and
legitimate interest, also for data processing, as rightfully described in chapters 3.1.1 and 3.1.2.

Paragraph 37: Data subjects can also expect to be free of monitoring within public areas
especially if those public areas are typically used for recovery, regeneration, and leisure
activities as well as in places where individuals stay and/or communicate, such as sitting
areas, tables in restaurants, parks, cinemas and fitness facilities. Here the legitimate
interests or rights and freedoms of the data subject will often override the controller’s
legitimate interests.
In general, the application of video surveillance equipment in public spaces has to follow a risk
assessment process and an evaluation of physical and technological solutions that properly respond
to the risk-level, which may include video surveillance. This particularly accounts to public spaces
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which are often used during leisure activities and represent so-called “soft targets” for terrorist
attacks – including cinemas, concert halls, football stadiums and shopping malls for instance. CoESS
is a member of the EU Operators Forum which discusses means for the better protection of public
spaces, including such soft targets, on a regular basis.
At the same time, owners of restaurants for example may have a legitimate interest in ensuring the
safety and integrity of their customers as well as their property following past, real-time incidents,
which may require them to protect some (public) areas by means of video surveillance. CoESS
therefore objects that the phrasing of this paragraph is too restrictive.

Paragraph 39: Signs informing the subject about the video surveillance have no relevance
when determining what a data subject objectively can expect.
CoESS disagrees with this statement. One of the factors that may affect what individuals reasonably
expect is the extent to which they have been informed about the processing. If individuals have
received clear information about the processing, they are more likely to expect such
processing. Warning signs informing individuals about video surveillance have relevance when
determining what an individual objectively can expect - provided that such signs are properly
positioned and convey the most important information (as explained in paragraphs 110-113).

Paragraph 76: The use of video surveillance including biometric recognition functionality
installed by private entities for their own purposes (e.g. marketing, statistical, or even
security) will, in most cases, require explicit consent of all data subjects (Article 9 (2) (a)),
however another suitable exception in Article 9 could also be applicable.
CoESS recommends to further elaborate on the possible exceptions in Article 9 to be applicable,
especially in the light of Art. 9 (2) (f) and (g) of GDPR, including examples. Controllers using video
surveillance with biometric recognition functionalities for security reasons should, depending on the
circumstances, be able to rely on exceptions that are in the public interest. It is important to
highlight this alternative exception, as it will often be difficult for controllers to ensure that
consent is obtained that meets all the conditions in Article 7 GDPR.

Paragraph 98: If the controller continues to process personal data beyond real-time
monitoring (e.g. storing) the data subject may request for the personal data to be erased
under Article 17 GDPR.
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CoESS recommends to further elaborate on the conditions listed in Art. 17 of GDPR and possible
exemptions to the right to erasure listed in Art. 17 (3) of GDPR, including examples.

Paragraph 102: For video surveillance it is worth noticing that by for instance blurring the
picture with no retroactive ability to recover the personal data the picture previously
contained, the personal data are considered erased in accordance with GDPR.
CoESS recommends a further clarification of the reference to blurring as it would be helpful to
provide an example of a case where blurring could add value.

Paragraph 111: The information should be positioned at a reasonable distance from the
places monitored (WP 89, p. 22) in such a way that the data subject can easily recognize the
circumstances of the surveillance before entering the monitored area (approximately at eye
level). It is not necessary to specify the precise location of the surveillance equipment as long
as there is no doubt, as to which areas are subject to monitoring and the context of
surveillance is to be clarified unambiguously (WP 89, p. 22). The data subject must be able to
estimate which area is captured by a camera so that he or she is able to avoid surveillance or
adapt his or her behaviour if necessary.
The paragraph refers to previous guidance from the Article 29 Working Party (WP 89), which
recommends that the first layer information (typically a warning sign) should be positioned at a
reasonable distance from the places monitored, in such a way that the data subject can easily
recognize that video surveillance is in place before entering the monitored area. While this
approach may work in some cases, often surveillance cameras are positioned in such a way that
they capture the area where the first layer information is provided. If, for example, the controller
has placed a warning sign at the entrance of his shop while the surveillance cameras cover shop
visitors as they enter, strictly speaking the recommendation in paragraph 111 has not been
followed. Placing a warning sign outside of the shop entails the risk that data subjects entering the
monitored area will not notice the sign. This will ultimately make it more difficult for the controller
to comply with its transparency obligations. CoESS suggests that the Guidelines qualify the
recommendation in paragraph 111 by specifying that the first layer information should be
positioned, to the extent possible, at a reasonable distance from the places monitored, or at least
at the entrance of those places.
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